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ABSTRACT

Fixslicing AES is a technique that omits the Shiftrows step to minimize the cost of the linear layer of Bitsliced AES, showing
a 30% performance over the Bitsliced technique. However, the amount of code increases to compensate for the omitted shiftrows.
Therefore, it is proposed to be divided into Semi-Fixsliced in which only half of shiftrows are omitted and Fully-Fixsliced in
which Shiftrows are omitted completely. In this paper, we propose a CTR mode implementation of Fixslicing AES on RISC-V
using the pre-computed table technique. By utilizing the characteristics of the CTR mode, it is possible to perform fast encryption
by omitting up to the second round SubBytes from the encryption process through pre-computed up to the second round SubBytes
operation. Using this technique, it was confirmed that Semi-Fixsliced has a performance of 1,345 cycles per block and a performance
improvement of 7% compared to the previous performance result, and Fully-Fixsliced has a performance of 1,283 cycles per block
and a performance of 9% compared to the previous performance result on 32-bit RISC-V.
Keywords: AES, CTR, Fixslice, Optimized implementation, RISC-V

Received(11. 01. 2021), Modified(01. 04. 2022), AR FA7189 7141 9] A4S who} F3% A3 (No.20
Accepted(01. 04. 2022) 21-0-00540, GPU/ASIC 78t stzdwe|& w431 A
R =T 20219 E AR R st AR Sl A 7leE 25%) =1 o] AT HEAleE
o WEgh s A 2 ERkRE Y 20219 % AR (Hr)EAHBEAIN) 9 Ador el
ool EEe HEAoT 20219 AN (AR EA Aol A& wro}l 3 A7 (No. NRF-2020R1F
o Aoz ARFA7|EAZAE Q] ]8]S uto} 3 1A1048478, 25%).
= A9 (No.2018-0-00264, ToT &3 B=249 = t F]2}, shuraatum@gmail.com
RPE Wk A s QA 50%) 2BlAL o] = FE ¥ FAMAE hwajeong84@gmail.com(Corresponding author)

Ao 2 20219 E AR (Fr|EAHBEAIT) 2 A

o,
n



2 32-bit RISC-V AellAe] AHd A4HE 843 Fixslicing AES-CTR £& A3} 74

.M 2

DES® <tzst A=yl AR oFsRIWEA
NIST(National Institute of Standards and
Technology) ol A2 33t dwE|Es T&
st A® AES(1)(Advanced Encryption
Standard)E= W7]dl gEEAte] o] spLE
Rijndael &xg]&elt}, A AAAHoZ S5k A}
Sxlo] & gte 7 ofF w3k ksl o] Foizich

Bitsliced AES(2]= 3¢ AXle] =] A=
(AND, XOR, OR ®)& A3l CPUY #HR|xFH
Fabg e QeRlaE WEE AYE 4 QRS e
Az Ege] &8 7|yelr} Bitsliced AESY RISC-V
ol 7P &84 & Schwabe} Stoffelen(3)
o] F&o g 124cpb(cycle per bit: 1-bitZ $+&3}s}
=t 283 cycle)®] Ades Holrt

2 CHES2144] wE= 7]¥al Fixslicing
AES(4)+ 7]%# Bitsliced® 735 AESeIA A
3 Al 2837 S o|BNCE 52%7HA &
ol 7o RISC-V Z2AA AbellA] 87cpbe] A
5= Hol9 Bitsliced THEC} 30%2 A5 F
BojgEr},
B =oAL Qdab HelEs: 83t
Fixslicing AES-CTR +&& Algksic}. 2
o] AL tg3 ) 244 CTR 82,
Fixslicing AES, z8]a RISC-V Z2AAfd] 3
3 Amgicl. 3elA= o 7ol el drgic)
4Ad A= A% Br7He g AT oRE 53|

tlo o

=

2.1 CTR(Counter) 29 2=

CTR(Counter) <% =X o7 19794
Diffiee} Hellman(5)el <8l =si=l%ict. CTR
vof mEl BT ¢hEE Ay B2 wht /]

= Zlo] ohd wAE AFE A}
43l= Nonce #3 ¥4l Counter #te] Z3het
e Hes Al 9% e HEF XOR

Ao gruspt Adgs CTR +82E9]

TR 2o AAe pxEeis} stegole] &
&43l 7o) Thsste], 2B ko] A4S &4

Count Nonce Count Nence

Cipher Cipher

Key Key

ol Aol sleh =& Noncewte]l v4% 54&
ggate] Ak dabe §F HAst 7hsEiet

2.2 Fixslicing AES

AES+= 128-bite] EF #ZHolE 79, 128,
192, 256-bit Al 71| 7] ZHol& Ak}, 7 7]
Zolel w10, 12, 14 2Re=% Ev hasp}
A= s +EoM = SubBytes,
Shiftrows, MixColumns, AddRoundkey$] <l
ARS8l ksl zlaElch, AAAl AESS] o
252 Fig. 2. 9 )

AES® dxA4<l +4 714al Bitsliced AES+=
RISC-V Z2A|A Aol 124cpb?] oS HoFE
th ol A3y AFe s Shiftrowse
47 5cpb7t WAELa, o= A Aol 38%«l sl
Eria

Fig. 2. Round Function®l# Shiftrows <1
ARS Z1gghol| el Ui dlole] Abele] WistE B

N

Plain Text

Data Block
ROUND FUNCTION
ADDROUNDKEY
SUBBYTES
ROUND 1
SHIFTROWS
............ | KEY SCHEDULE l
MIXCOULUMNS
ROUND 9
ADDROUNDKEY
ROUND 10

. Data Block
Cipher Text

Fig. 2. Structure of AES Algorithm

15 Shiftrows 20 Shiftrows 3 Shiftrows 4t shiftrows

Fig. 3. Internal state change by Shiftrows
operation of Round Function



AR R 53] =] (2022, 2) 3

W Fig. 3.7 Ze] 470¢] ez} vehdA =)

Fixslicing AES 7]%-2 Bitsliced AES7]% ¢l
Aol Ad AFY wEs HasPl 4§
Shiftrows 4k A=kslar AZFE Shiftrows A
A& Mixcolumnsell4 thA] Zalste] 7= 74
olc}.

Fig. 3.4% Shiftrows 4% z18)3te] wle} 4
o] Aels #ld 4 9lek. sk Fixslicing 71
W2 Shiftrows A4k AFelr] wjtel Fig. 3.9
Round 0°] 2% Ael2 stzspr} A3}, o]
Z Qlsle] gerrl 2aH weld Bitsliced9}
Fixslicing 7% 7kl Aei7b A2 S22 A =v,
o w92 3hilo] o]FoIx]E Mixcolumns d4kel
Ae] Axgre] dEiA|A Flr}h wlgbd Shiftrows®
ol Wsh= 4719 Abdlel 23 Mixcolumns 414t
o4 Shiftrows <dite] A=k=7] o] Abefel 2]
dAite] H & Q=8 Fdo] EHolgith A ow
Fixslicing 7|%l4% Shiftrows <I4He Azkst
I, Mixcolumns 4R 4711€] Abelo] ZHA 4712
T&o] =Hof olel. o]& <lsl] Fixslicing 7" elA]
< Bitsliced 71l vlsle] A3 A2 date] o]
2oz 50%°14 At sAuE 4719
Mixcolumns& F83p7] wliol| Zrafe] Frlst
A #ch webd Fixslicing 71¥Helde IZ=ads
Zo]7] $lsle] 2wle] Shiftrows I4HS zl8fst=
Semi-Fixsliced 7837 Z=sgfe] Frlsirieta o
AES Eole Fully-Fixsliced2 o] F3dd

AAAHe] Fixslicing AESY dx2]&& Fi
4.9} 2t} Bitsliced AESS] /HA= whe]7]

o ¥ ko] v|EE AH3l= Packing 4t

A} ge= F5ollAE Shiftrows dAAke

Plain Text

............ [ KEY SCHEDULE |

Data Block

ROUND FUNCTION
SUBBYTES

MIXCOULUMNS_i
(i = (round-1)%4)

ADDROUNDKEY
ROUND 10

Cipher Text

Data Block

Fig. 4. Structure of Fixslicing AES

A2kE] 7 4709 Mixcolumns <4te] 7zt Abefel] g2k
A Wzelriw FAkghc)

Bitsliced 71§ #WEA 2|7} 7hsak 2z ES¢]
T8 7|¥olt}l. Fixslicing 7|W%E vH7ix 2 ¥4
A2]7} 7b58ct. Fixslicing 7144 32-bit @
A 2ElE A o, 170¢] H& 57 Packings
A =™ 32-bit #HA2E{ A 16-bitvt AHE-F
A "Heh w2k 32-bitE AR AHEsr] Sl 10

o) BE 22 o] kel )] BEe WY o

2.3 RISC-V ZZMIM

RISC-V= UC w22 wWdkalellx] 20104
el RISC(Reduced Instruction  Set
Computer) 78k Z57E  o}7|E A o]t}(6].
RV32I¢} RV641¢ F 7IA] mde 727 32-bit,
64-bit HAE|E AMERICE & =ellAE 32-bit
AR 8 32705 Alg-she RV321E AR} #%
2 Z47+e] £-%= Table. 1. 3 2}(7).

zero HAA2E(x0)= A 09 e 2 A~
Bl o]t} stack pointer #HAAE(sp)E 2=
FA2E /A glen, HA2EY FE 2 Y
o ARgEE #x]AEolth. Arguments HA A
H(a0~aT)+ 59 AdAE Ed3Y 2"gs
72 e #HAZEelth  saved HA|AE]
(s0~slD)E sp(x2)¢} »F7IA 2 Callee saved
HA B R ARS3P] o)A e BES|of sl
Ea =Dl

RISC-Vellx] AMg-8l= 7]8A4Q] waoje} & =
oA FEell &4 WEel= Table. 2. 9 2t}

Table 1. Purpose of RISC-V Register

Register Description Saver
zero(x0) Zero register

ra(x1) return address

sp(x2) stack pointer callee
gp(x3) global pointer

tp(x4) thread pointer

a0~a7 function arguments and

return value

s0~sl1 saved registers callee
t0~t6 temporal registers
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Table 2. Instruction of RISC-V

Instruction Description

ADD Add

ADDI Add Immediate

OR Inclusive or

XOR Exclusive or

SLLI Shift left logical immediate
SRLI Shift right logical immediate
LW Load word

LBU Load unsigned byte
SW Store word

JAL Jump and link

BNE Branch if not equal
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Table 3. Pseudocode of Pre-computed Table creatior

Input : IV_1(Counter+Nonce), IV_2, RK(Roun
dKey), Pre_table(4)(256)

Output : Pre_table(4)(256)
1 Fori=0to 127
9 IV_1(0)] = IV_1(1) = IV_1(2) = IV_1(3)

=i

IV_2(0] = IV_2(1) = IV_2(2) = IV_2(3)

3 T

=i+1:

Packing(IV_1, IV_2, State);

4

5 Addrounkey(State, RK):

6 SubBytes(State):

7 MixColumns_0(State):

8 Addrounkey(State, RK):

9 SubBytes(State):

10 Unpacking(State, Out_1, Out_2):
11  Inv_Shiftrow(Out_1, Out_2):

12 Store_Pretable(Out_1, Out_2, Pre_table):
13 End For

14 return Pre_table:
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Fig. 9. Generation of IV_1 and IV_2

Table 4. Pseudocode of Fixslicing AES-CTR

Input : PT _1(Plain Text), PT 2
Counter, RK(Roundkey),
Output @ Cipher_1, Cipher_2

Pre_table

PreState_init(IV_1, 1V_2,

Counter):

Packing(IV_1, IV_2, State):

Mixcolumns_1(State):

AddRoundkey(State, RK):

For i = 3 to 10
SubBytes(State);
Mixcolumns_n(State): // n=
AddRoundkey(State, RK):

9 End For

10 Double_Shiftrows(State):

11 Unpacking(State, Cipher_1, Cipher_2);

12 Cipher_1 = PT_1 XOR Cipher_1;

13 Cipher_2 = PT_2 XOR Cipher_2;

14 retrun Cipher_1, Cipher_2;

Pre_table,

(i%4)-1

0O 31 O U W DN
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